Today's Ransomware
Jul. 16, 2016

1. I've received a ransomware today.

- jsshim_7963.zip =>spreadsheet_8189.wsf — Locky(zepto)
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How is it going?
Please find attached invoice yvou asked for.

Hope that helps. I'm waiting impatiently for yvour reply

Warm regards,

Cathleen Snyder

FULHAM SHORE PLC (THE)
Phone: +1 (178) 704-%2-¢&4
Fax: +1 (178) 704-92-27
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2. Victim under attack

- Process C: Wlogln accountWAppDatattLocalWTempWEE2HXQYgNRIl.exe

\V‘FE INFORMATION !!!!

aregcrypted with RSA-2048 and AES-128 ciphers.
ormipaion aQ@lut the RSA and AES can be found here:

i erti#iRipedid.org/wiki/RSA_(cryptosystem)
h p //en wikipedia.org/wiki/Advanced_Encryption_Standard

'?CLEEP,,‘;"‘}Q of your files is only possible with the private key and decrypt program, which is on our secret server.
receive your private key follow one of the links:
hitn: //mphtadhci5mrdlju.tor2web.org/0EOE220E3BA07937
‘ //.htac.Smrd\ju.om’on.to/OEOE220E3BAO7937
OEOE220E-3.. OEOE220E-3.
gis addresses are not available, follow these steps:
hload andgiastall Tor Browser: https://www.torproject.org/download/download-easy.html
| installation, run the browser and wait for initialization.
s bar: mphtadhci5mrdlju.onion/0EOE220E3BA07937
4. Follow the instructions on the site.

al Your personal identification ID: OEOE220E3BA07937 1!
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3. Blocking by RansomFree®

1 Windows Xt 22X} |
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csrss, exe 460 SYSTEM 00 6,683KB Client Server Runtime Process
dwm.exe 796 ceo 00 1,908KB G238 & B2

explorer.exe 2104 ceo 00 25400KB Windows EH4D|

hkemd. exe 2356 ceo 00 2,39 KB hkemd Module

igfxpers.exe 2364  ceo 00 2412KB persistence Module

igfxsrvc.exe 2304  ceo 00 2,780KB isfxsrvc Module

LANUtil. exe 2456 ceo 00  3,492KB VAIO Smart Network

RansomFree.exe 2388  ceo 00 16,568KB RansomFree

SearchProtocol... 2348 ceo 00 1,980KB Microsoft Windows Search Protocol H,. |
taskeng.exe 2448 ceo 00 2120KB X AHEH WY

taskhost.exe 1780 ceo ~00 2 210 KB Ahod e
taskmar.exe 3972 ceo I | g980f xbEt

VAIOUpdt.exe 2624 ceo
VESMarSub exe 1884 SYSTEM
winlogon.exe 504 SYSTEM
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= RansomFree® is blocking in real-time until the unknown ransomware.



